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Publication Title: 

METHOD AND APPARATUS FOR COMMUNICATION BY NETWORK 



Abstract: 

Abstract of JP2002084302 

PROBLEM TO BE SOLVED: To provide a method and an apparatus for 
comnnunication by a virtual network, where independent protocol processing for 
each RS is realized, and a plurality of independent virtual networks can be 
realized. SOLUTION: An OS or a service layer individually recognizes a plurality 
of virtual data links, constituted on a physical data link, and the virtual data links 
are relayed independently. 
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itmmi] >'^'-^-/ h^T^-f ^-h^-v 

msm2 ] mmiBM^-^'j y^mi'i^±izfpm-t 
^- ■/ h v-^m^ h ^ yx7f;-hm(D±iiLmcomm^zx 

[ if *il 3 ] IrJlEMiB^^ -/ h y - ^ t . ^Sl^gPO« 

^iisc^ofsaix-^ y y^'^mm'—^ y y ^Pii#(tT 

-X (OT, RS ) t 

[ imM 5 ] afic?)Mi7u^jift7t;(7) i p r f 

^- h S-^^ -irtf ifiMcOffl t T . ilfiSrIfrieR 
m^jiS^rfSJ®^^ 'y h V-^ t^S'J 0#tt-&f**iM4lSmfc 
[ff5f<ll6] ^y^-A--jV'^r'yA^~VA--vVV 

OS (^-^Ix— T-^ y:?''^X7^A) ^Hf— b-XU-Y^T' 

^ !f?5fMx - ^ y y ^ ± t 1«b!c s ^ ^ lSiS:tfofsST^" 

^ '}yn^-^%^Mz.^mth &*-r-i> ; t ^ 

^ :t-7 b 7- i aftsMo 
[ If i^Ji 7 ] itjia^jffi^iaii . 

^)afi* KS'JL. &it^ftfz^mT-^ y y^iz^wtt 
^^^^■^mmm e istio^^ ^y b i -safi^ 

[ffjRJis ] mtmM^-^ 'y h v-^ t . ssi^spow 

- ^ tc3jtii:(,csij D #ftS ^® If ^if 6 iSWO-t^ 

[|f5^Jl9] y^'-Jt-'7 h^T^-^^-h^^-'y 



- ^ L T ® ft S a /t ^-y b V - ^' j; S afl^ST- 

wm.cr)im.'r~9 ^jy^'^mmT—9 ^jy^mmmf-z 

X^-X (iilT. RS) ^Wt. 

[ itiftiM 1 0 ] aft c^^fiTu^iSftTcf^ I p r F b- X 

R S ij #tt ^ i ^: J; D , fS±f4JitO'[f t T 

art ^ ^iSiS^- >7 b ^ - ^ fj 0 # (t ^ ^ ^-f- 

l>itiSJM9lBtfe^^-7 h'7-7(cJ;^aftgS„ 
[IfiKiIl 1 ] mlBRsa, 
IfrlBR sttco^K-f y^(7)S-^f*§7K-f y^^^: . 

T:7°y i-- 3 yt7)Tn-feXtc#-^StLT V^StrTlBR S 
tttc— Et#^$iX-g.RS^)?lJ^ (RS I D) 

friB?^M y^'^Srl^^LTUfti^ffiSfLSi-XxArj 
-/b-^ail/i^-^yi;, 

flfJlBi^XT^ A rj — ;b^?!i5i;p— ^ y oa^^ R s tcS-sv 

T#^§fi, iSRs^-ii>#^$^^fK®^y^7x-x 

^^tT^N°^-7 bSrJ?!ilit. MllLfc^N°^^-7 bSr:t-y b 

9 iBKo :t-7 b y - ^' i s arts* o 

[000 1 ] 

^-y by-^T-ffiM$tt?^c»A^^-A>^:|,tt»: 
^5^v^{i. -fy^-^-y btig^§n.fcH-fl:«T'« 
fi!c§ti;t^'XT-At:*5tti>^--y b v-^t;J; l>afi:&5£ 

[0002] 

[f^tOSffi] X-^ y y^Jit*3V»T(i:, Ether 
net (eiiMI) (-f-^f^-yb (SIMM) ) 

^ y y^ *^l[ffiB!c^^Kffi*Wl$^lT V-i^ , 
[0003] Ethernet Tli, IEEE802. IQSifSt:: i 0 . 
m-th EthernetCO 7 V— A tfKSx'- 3^ y y i?- ( L 
AN : VLAN) OliSiJ^ t ^-^'i: ^ ll^^rffi^t 
S it. — :?OMM*±t:iSffleDt:iif4^0EthemetO:^- 
■y bV— ^^ffiJiJcT-S Ehternet:?]^— A^ct5Si-f--g> 
EthernetX -Y >y f-TIi: . X ■y b tcffj "9 ST 

A,tl-rv^^VLAN i d (VLANliSiJ^^) tCjEtT. 
J^tlT # Ethernet :7 b~ A ^isiS^r t!)^ f d 5^)^^?^ 
i^ltJ:^. X-Y .y^t«^§n.^cS§gaFJf« 

V L A Nlili'hi?):? ix-A i i; (i;=5ri \ 
[0004] ATMT-a. rvirtual Path(VP) j ^ ryi 
rtual Connection(VC) J M^<r)^<r)M^ 

mm^ . — :><^mmmw.±.i,zmkm^^^ ^ t 

^-7 bV-^'B^b^yX^^-baT-ii. IPdnt 
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emet Protocol) COIPTV UX^^ TCP (Transport 
Control Protocol)^, UDP(User Datagram Protoco 
l)0*.°-b##^^a;-y^'LT, -v h V ~ ^ <r)—m^ 

hOS_h(50 Tipfii-ewall J , r dummynet j Oi^^t^i^X 
f-AT-HIMStLT V-i^ , rr U ir-ix H :^ST-t . I P 
CO I PTK^^^^TCP^UDPCO*;— b#-f-tJ;-5 

T . b ^ - (n-u'^izmm-^ h art ^ sups l o 

-f--S)ii:7:;^'t #.i)o .rtlti, TTCPwrapper j O J; d 
^y:7 f'>j;TT'll?g$fLTV>So x-kernel(N.C Hutch 
inscra and L.L Peterson. "The x-kernel : An Arc hi tec 
ture for Implementing Network Protocols", IEEE Tra 
nsaction on Software Engineering, 17(1): 64-76, 1 
991)-^^ Scout (D Mosberger and L.L. Peterson. "Maki 
ng Paths Explicit in the Scout Operating System", 
In proceeding of OSDl '96, 1996) h ^-^of^O STi±. 
OSF^C0MiJMC0^:yjL-;H[:i±fTt«ftTV^§, t.fz^ Ec 
lipse (J.bruno, E. Gabber, B. Ozden, and A. Silber 
schatz, "TheEclipse Operating System: Providing Qu 
ality of Serice via Reservation Domains", In Proce 
edings of the USENIX 1998 Annual Technical Confere 
nee, New Orleans, Louisiana, June 1998) t;i>l;^T(±. 
"Reservation Space " ( R S ) t V 1 3 fE^t^T", O S|*I 

[00 0 5] 

y^^^m'iLxmm-t^zti±T^^^^\ 

[00 06] tfz^ ±iiLmxcDmmMm± , i p r k 

X\~^hh^x.h:Lh ffiX% -. ^Sffi^- -y V V~9\>zmm't 

{±. aft«®* ■ m:^.omm.\z)xj\:.xm%(^Mm^'th 

[0 0 0 7] Tx-kernelj , rgcout j , Tgclipse j 
i; V ^ -5 O S ifimM t T V ^ ^ iOii . OS ^03^I1<?)^ :x 

t.tz. ^^V^-}Vifimkm^Z{^^.^-'-/V'7-'7 



mz%m}-^x\-^hf)nx\±ti:\-^. 

[0008] -^mm. ±iEc^*tcig^^cSfL/::i£0 
^ y y^&z/wiT^- ^ y y ^ tcffiffl-t ^ r i^y^ y 

l:1-X^"fl—y°itt^o ^<r>^ T—^^}y9 \ b rjffiaT 
nh=j;Pj . ^t\WMmi . rrry^-^-H^j <7)^" 
)V—y°i "Resource Space" ( y V—XX^—X : R 

S) i;Df^, :L(r)KS%cr>miLl-fzy'uhn)vmW'kU 

[0009] t fc. r^mmm'^ii. mm^mtjt'^m 

flTfeOI PTH■^'-X^;^°-^#-f■tV^-5f^±^uil^0tff| 
tjCtTaftSrRStcfiJDWtSiiii'j; '9. ±f5S<?D 

s i h t^mtc^- 'y V v-^izj: ^^mmyfm&z/mm^ 
im^^^txh^, 

[0010] 

[0011] (itiRjai ) (i, ^y^-^-/ 

- ^ t j; ^ afl::^ffitc v , o s fx p >f -vt- 

ii3s-r^%ii-f-^' y yiP±.i,zmf&^tihm3^cDiKmf 
-^yy^^WMUt (xt-vti ) , mjSt^-^ 
vy^m^^^i^ztpm-t^ {x^-yy'2) , 
[0012] ( it*iB2 ) (i, y y 7 

[0013] :^9tm (it*iB3 ) (i, ^sm-/ b-y-^ 

[0014] *^SJ3 (il*:B4 ) {±, y^'-:t-y 

r ^ ^ ^- h ^-y b v-^ &/rLT«M§ix5t^^ 'y b y 
-^tj:^aft^ra^t::fcv>T, SiitoMiSx-^' y y^' 
^Mt^'- ^' y y Mii#(tr i^vp-r-f l Lfzos\H<n 

^m'^lya-~JV^KSh RS^St-M^iLfcTab:? 

[0015] *^sJ3 (il«Jl5 ) {±, aftoMlTc^ii 
IItuO I P r K ^X^;^- b#-^S:-irtf±fiJl£^Wflitc 
jetT, aft^RStcSiJDWt.l.iiitJ:^. fSifiS 

o'ftfgt^jtG trafi^ iiS^cfKS^^ -7 b ^- o # 

[0016] :*;^BH (ifiRiI6 ) ii. ^ y^'-^-7 b^ 
r7-^^-b^-7 bV-i^^^LTSMSfL/^c^t-v bV 
- 7 1 J; !> afi^BT- o T . OS fx A-T- 
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y^'ra^aTtt;«-rs«^g3 0 0 1 ^^-r 
[0017] *^BJ5 (if5f<ii7 ) (i. '^m^^s oo^z 

[0018] :^^m (11*118 ) (i. MS^--y h 
[0019] (ff^l<Il9 ) A y^~:^^-y 

- ct § afi^ST* T . mit(^m.m^~^uy^ 

^!fe|flx-^ i; y ^ ^pgjjYtffr ^'VP-r-fbLi^^O S|*I 

[00 20] 3|s:iiHj (ff^f<ii 1 0 ) ii. mmcomsjt^ 

[00 2 1 ] 2ts^Hg (ft5^Jl 1 1 ) ii, RStiJV^T, 

^^tihRsmm^ (Rs I D) t:a-5'\,^T, *^-f 

^Xx^n— yt-MJl/l^— ^ytoWr-g.RStSo'v^ 
T#S$ifx, MRS>0^A>^t5ESfL^fSS-f ^^r^x-x 

V- ^ tcai::^:-^ -5. h a;PMa;P-f - yti^-f^. 
[00 22] ±lB<50i; 3 tc, ^mMl±. --ocomm:^""/ 

hv~^±i,ziRmmzm%kc'y^-'y hv~^^mf^L. # 

[ 0 0 2 3 ] x-^ ^y-hmcom^Tim^rifzm^ 
izM^^iKm^^-y h v-^ir>pmi:mm-ti Z. t izX 

[0024] tfz. :^^miZ X D . "Ethernet VLAN " 
^ "ATM VC" o^ximi"-^ U y^ ^mrnVX^^^j: 



y 3 yJif«L/:: y t v^ofcSHM 
[002 5] 

[0 02 6] WS.r—l^Vyi^ (Virtual Datalink: VD 
L) {i . M-—CO^m^- vh^—^-i^ -fy^ y Y rtT-£73 — 0(r> 

t^-b-<nm>m-'SLmzts:h . lisij^tojgai: lt^, \x 

[0027] - 802. IQ VLAN tag : 

— :)COVLAN i dSrfijy aTi^ilf^—- t7>;>b 

[0 0 28] ■ I PtfO^t-.y h-y— iJ'T Kl^-Xis^t-'y h-7 

x^offl: mm^y^y s,~y-.{z\t^m.<r>\ 

[0 02 9] ■ source port ( V — h ) : ^ 
source port #^iO#SCOtEll|:*^"^OSOVD L 
Sri^-To TCPc^-fe^yi^gy|:IB<B§(:, VDLtCJlEt 
TjSS^Srsource port Sr#(t/t 0 . U D P .y ^ 

aitfO^tiSa^rsource port ^#{t-i>o fSffl^-yby- 
(Virtual Network: VNET) (±, Sl^OVDL^S 
MtTffi^Stt^«MW^r^-y h V-^rS) 0 , ffiMt" 
S 2 otov D L t:\ -e^oi^SiJ^^^'lBl tT-;?> S iC^Sa^ 

rafiox-^' y y9 i^zmtfh ^- -y b y~9<nm±-x'ty 

h , 'y b ±.l>z\±Mm<^\m-.^- 'y b ^ 

[0030] fSS-f y^7x—X (Virtual Datalink In 
terface:VDI) ii. — :)CO{gi®^-y h V— (VNE 

T) ^c?:)0 Q^mx'coA y^ y x.—xxhi> . 

[0 03 1 ] mz^ {Rffi^-y b'7-^'$riaM*ffll^Tii 

[ 0 0 3 2 ] ia3ii. :*:^0fl«^Si®-^- y bV-i?2rf}J0J 

[0033] ISIiaTIi:. ffiSil^^--y b7-i?±tt5V^ 
T. 3'?OfSffl^-y b^— i^' (vnetO,ventl,vnet2):6^'S 
^ -9 T V ^ ^ , ^S-^il-f - ^ y y ±T-ii . fMS^t- >y b -7 

-7 (VET) tmm'f-^^jy:^ (vdd ttris: 
sijsixTfc y . u.m^fifz±±)v-9^j:}ix-^m^fi^ 
i tr-wiowix-^ y >^7t::6;t.g.fsffli^-y h V- 

9 (VNET) ^m^hX\^h. 
[0034] ;iOJ;-5 tc— -^cOtr^gJie^i^^-y by— ^cT) 
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Mmf~^*Jy^tLX802. IQ VLANS: 
iidm-^^^t^t. i&m^-'yhV-9 (VNET) f^J 
VLANtag i d ( VLAN^^-fiSlJ^) ^^'^ 

MTh -g. V ^ « fpm-t I. ^' tO]i5ffiijx-M5: ta 
^'|jy^'o{Rfflx-:?'|jy^' (VDL) mx\ tag i d 

(S\ vnetO ^ffijSc-f-^vdlOO i:vdllOt:':5UT . vdllOO 
COtag i d/&n Of, vdllO tfOtag i ST^ot, 

[00 3 5] iBliatoMm-/ h V-i^-Cii. -f V^-Jt- 
■/ h^®iELTV>S;l^— ^-GJi, vnetO tCL*^T^-fe:^ 

^OllitOr^'-feX&#f|^-f-S/iii6tC, vnetO <7)^'[-fP/f)^ 

a; -f A TT U H V b j; ^^venW 

i^vnet2 ^tfO^i^^^oTV^So WfSl^lgP 
:t-/ b^-^t;ri?'bX-t--?.IS«i, vnet2 StM-^TT 

[00 36] HKIZ^ h-^JV—^l^^^TCDO S (Oper 
ating System) crMiMZ':>\-^XWM-t^. 

[ 0 0 3 7 ] EI4 {i, ^^mncoos^^cDrnM^mm-t 

[0038] ^{RM^--y hV — (VNET) tjEtT 
^JV-—9^^Cr)OSI,Z}3^-^X^ i^iL^^M'^-J ^—fVCO 

W^ff')^W\:Z-^£h o o s F^coMffl^ J. — ;pco^";i^— T 

SrResource Space (RS) tBfi^. Vi^<n%W-\X. 

{±, iiSiJ^ (RS I D) ^it-?, i«Jt!ifl^S/^-;Pi: 
ti. I P^TC PC07°a ha;P^!JlfM7°n^'^A^. exec 
0, openO tU-^f^v-X-rAn-Zk^gftTOSF^gPT- 

[00 39] ^MS-I" >-:^'7x-X ( VD I ) {i. Ria 
, .^N'^^-y b^S'Jtff (packet classifier ) X%W\^ti. 
h:Lh\iZi.y)^mt^f\-h (IrII2I4', ventO ^vnetl CO 
ffiR) „ I PTK^X^*.-hS^i:V>o;t±CyiC0'lf 

[0 04 0] ^mm.Ay^y 3.-7. (VD I ) \,Z\±. n 
jE-r -i) R S I D -> T i3 0 , SftK Z::^ v h 



>!f^LTRS I D^#«WfBt LT?«D#^tTOS^^ET■ 
[004 1 ] TTU^^-i^Hy (|Blia4'^#±<7)ffiR) 

r?-;p$r^iif t T o s nmzm^m^-ifzm^ 
x\ RS I Di,zmtfzmmy'ri^-'^j:.timt/iii^ti^. 

[0042] ZrUZ^ D . -execO" t'^^L 

"C, "setuid" "exec3?5ii;k— f-y" SrfflSt 

Tt5UT. afi7 5xt;jEtr "setuid" im±-t^z. 

t^j:}it^Mtiz^^^, 

[ 0 0 4 3 ] O S|^gpc7)Sffl^ffi5gt;ol^TlJJ0f! 

[ 0 0 4 4 ] la 5 :^WMco^MM'mi^ y T^mm^co 

^i^'j.— Tnbrj;l^^J!lil^>>'jL— ( p I PO , 
pTCPO ) ^y°na hJVi&f'f—:^ (dl PO . dT 
CPO ) , >'7.~T^^~f\yMWV~i~y (openO , exec 

[ 0 04 5 ] ^RS(i:, ^tlfe<7)^ yl^iSOft-^i; t 
•CASES' ix^cof, RScomm±. ynh^/l-mS.'^'J 

y^O*-^ (nm^. RSn <?);^My^':S) t^r-S, 
[0046] ■7°nN3;P35)ii|t>>'A— ;H^oC^T{i:, 7° 

nba/t^^fe^co-r— ^ (<^Jx.H\ I P^^^'a— /PTii, 
I P forwarding -^^T^^t'd **<?3^i5:^i;') ^i^I-St^JE 

txRsmziijuz-t^^ti^zx*). m-<^rx=ihzi;u 

it t^tgt'fc^o MiJS', Ir]-oi P^Il^i^•J^-;^ 
p I PO ^MV^T, J>-&VNETT-(i I P forwarding 
^rp-r^^ ffico V N E T-CWS 5:1 1 1. 5t i i: CO^ 

[0047] ^-vhV-^ii^kJ.-^X^tz^'^^v hii. 

y-^y-yh^m^T^m^ti. mm-!y^yj^~x (vd 

I :vnetO W) izm^ti^, VD Hi, R S tC*f|E#ft 
i^tlX^^^cOT- icIT-RSW.-^M >'^'^^«;K^ 
*iy^°^.y hO^JMffififc LT#J[lS:^l-C. iilf^cOMat^ 
RS;^)i"?^tiX{3\ MJl^i^'j-— ^L-fO^ (RS 

o4^M>'^':S) iimi^i-h<r>x\ mosnim. RSiO 

izy^^-/ h'tmai-t ^^lzi±^ y°rt-^xi,zma^tiX 
\'^hRSlD^m-oXm^^tl^. —Jj. ^--/h^-^ 
l,ZJ^^^yh^miii~t^^-^l,zii^ ra-feX(;#Jp$tLT 
\-^hRSiD^i,ti:ZRSc7)Tt^^ y^m^^^i/fx. R 

smzmm<^m^^mm^^ . 

[0048] 

immm: mr, mmtrnz^^mcomummm-t 
[0049] OS \Hm(rimmz-^v^xtm^^ . 
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[ 0 0 5 0 ] @6 (i. :$:mmc^)-mtmmMmmwc^M 

[00 5 1 ] [5liat^t-^g{±. TTV^-zysyl 0 

0. i^XT-Aa-;^2 0 0. OS3 0 0. RW^^-/h 

[00 5 2] TTV^-iya yiO 0{i. Tu^X 1 0 
K 1 0 2. 1 0 3. 1 0 4 ^Wt-'So 

[0053]OS300fi. RS310, 320^^ 

^ti-^'tccrmSS 1 0 , 3 2 0(i. Tnbn/l. ■ M 
fM;l.-^y 3 11. 3 2 1 i: yx^J^a-j]^ ■ mM^V- 
^^3 1 2. 3 2 2^^rt'S. iRliaTii. 11^0)3^7) 

ffi#'ft^?)/'c^56. RS3 1 0, 3 2 0O2'::)ORSo;^^ 

[00 54] ^^^y b^^S'J^ (packet classifier) 4 0 

y^y3:.—X (mWl^. vnetO . vnetl ) ^Zj^^-t^. 
hj^Sm4 0 0:*^"f*3tLTV^S. ^W1^-;P^4 1 0 

mtx TTU y-y B y 1 0 oti^^ comm^^w^^^m 

T-^-So #SORS3 1 0, 3 2 04^^^>-XxAr?-;l^ 
jjllfll;!^— 3 1 2. 3 2 2^. ZcO/U—JV-mA 1 0:*^^ 
^STS^^^fciOtCtTt5< (lRlia4^(7)RS 3 2 

Ot:7)pktctl' 71^— ^V) . 71^— ;^^4 1 0 t:?)$0ffll;:?^":^ nj 
fg^RS^f^^^i:y^?^^^tgT^'S)»9. ^^0RS3 2 0_hT-^ 

WM^hry^v-ir—yByi 00 (tu^x) tcov^r 

7l^-;I^^4 1 Oc^mWtm^-t^^tti^T^^. 
[00 5 5] ^N°^r>y f^^gij:^4 ooxi&M^ y^y x.- 

X^iZj^m$tLfz^^y-/h (vnetO,ventl){i. 
y^y :^^:XIZMSS^^P^S3 1 0 . 3 2 0c7)Tnbn 
;]^jyiJM;l^— f^y (TCP, UDEP, IP, rt^)3 
11. 3 2Hz'M^tL^^ Tuh^J]^mM^V^—^y3 1 

1. 3 2 1(i. IP, TCP, UDP^i?)roM?7L^i?) 

;]^-f^V3 11. 321a. RS310. 32 Ottt:iffi 
itt-^^^M V^^^3 1 3. 3 2 3TMStLT*^»9. T 

[00 5 6] TT^jy—'^B yiO Ot^^comMW^ 
{±. yxr^M.a—)]^2 0 oaYLXmS.^ti^ . yx'r 

j^z}-)V2ooay3mhhx. p^siT)ms.^tihm^^ 

{±. -^X'rI:.U^)V^^M}V^^y (open, exec 
m) 3 1 2. 3 2 2t^^U\ii^fihmz. ^ayru-^X 

§ ti^C R S * ffi T i ^ 3 

3 3 0^^^L. aPfi^ii^So RS I D;i?^"Jg§ii:5rV^ 
^-^Ji. Tn4rXtc#4-StiT^^^RS I D^ffl^^^. 
>-XT"ArJ— ^>3 1 2. 3 2 2{i. RSI 
D^^^TRS^>fjE^34 O^^L. |g^t-'g^RS£0;^° 
^>^^'^3 1 3. 3 2 3S:Sf#t--g.;i:T\ >^ 
^^^3 1 3. 3 2 3{Zi^L^^tiX\^hyx'rM.^—)V 



m^)V~f-y (open, exec^) 312. 322 
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u^X{zff^^KX\^-^hVi^fj^^'f^mL {XT-yTl 0 
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